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Key Features

* Backend: Elasticsearch Cluster
— Scalable Data Storage

— Real-Time Queries {8 elasticsearch.
— Date Histogram Facets

* Server: Java EE Application /-4\ ,3
o

— Data Processing and Analysis o
— Server-Side Visualization Rendering

* Client: Web-Based JavaScript/HTML5 ML

— Visualizations (Static & Interactive)
— Data Exchange via REST
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Backend: Scalable Elastic Search Cluster
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Client: Real-Time Dashboard

:‘ [VACS] VAST Challenge 21 x
« € [1192.168.1.10:308! 77| ©

@ VACS

"Analyse First - Show the Important - Zoom. Filter and Analyse Further - Details on Demand”

Dashboard View Suspicious Events visual Analytics Insights Management

Bullet Chart Widget: Network Situation {last hour)

Data Source Description

Data Source: VAST Challenge Dataset
TV o ——

Big Marketing is an international marketing company employing a large
staff of marketing executives whao create and manage advertizing and 0 10,000 20,000 30,000 40,000 50,000 60,000 70,000 80,000 90,000
public relations campaigns for clients
o Big Marketing has an internet research staff that stays current on the flows (TCP/80
VAST 2013 Mini-Challenge 3  [[rEyiisuisiisissiimpaiis s ( ) v

markets, and comes up with ways to make Big Marketings clients stand out
from the crowd. In addition. Big Marketing operates web sites for selected 0 10,000 20,000 30,000 40,000 50.000 60,000
clients

The data under investigation spans a two week period. Several sources of data and infarmation are included in this web application in arder to characterize what dest. ports v

is happening on the network
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Client: Bullet Chart Widget

ullet Chart Widget: Metwork Situation {last hour)}
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* Customizable widget for representing single
measures in real-time dashboard.

* Set thresholds and ranges to highlight
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Further Visual Exploration Possibilities

* Interactive Line Charts
— Exploration and correlation of different data sources

* Pixel-Based Thumbnails

— |dentification of time-series patterns
* TreeMap

— Usage overview of ports or hosts

 Graph Viewer

— Exploration of network connections
e Hierarchical ClockMap

— Time-Series patterns clustered with SAX!
 Data Exploration Table

— Export raw data for further analysis

1 Symbolic Aggregate approXimation
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Interactive Line Charts
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Pixel-Based Thumbnails
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Port TreeMap for Temporal Selection
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IP TreeMap for Temporal Selection
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Graph Viewer for Network Connections
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Hierarchical ClockMap
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Conclusions

 Web-Based Visual Exploration Suite (VACS)
— Integration of a variety of different visualizations.

* Limitations
— General approach not specific for VAST Challenge.
— Not all challenge data incorporated.

e Future Work

— Glyph-based representation for heterogeneous data.
— Improve analytics to guide user to suspicious events.
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Thank you very
much for your
attention!

Questions?

For more information

about VACS Ewitker
please contact C— 4
@f2cx
Fabian Fischer _ )
Tel. +49 7531 88-2780

Fabian.Fischer@uni-konstanz.de

@ \/IS-S=NS=
http://ff.cx/

WWWw.vis-sense.eu
The research leading to these results has received funding from

the European Commission's Seventh Framework Programm
(FP7/2007-2013) under grant agreement no. 257495.
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