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Introduction

Do-you still know,
what’s going on

In your network?
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How to combine all the data?

Intrusion Detection Network Traffic
e.g. Generated IDS Events, e.g. NetFlow connections,
Firewall Logs Bandwidth data, ...
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Visual Analytics with NFlowVis
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NFlowVis

File

Tools ExportData Help

=10l x|

NFlowVis
NetFlow Visualization Tool

~Project Selection

|2008-04-02 =]
Attribute value |

Flows 108,142,800

Start Time 2008-04-01 23:5...

End Time 2003-04-03 00:0...

Packets 2.007, 256,358

Payload 1.238,35 GiB

Source IP 2.877.353

Destination IP 2,890,423

~Quick Lookup
Isrcaddr -> dstaddr

|85.131.189.69

B

|134.34.53.119

dstaddr |+ | [ RawRecords

|85.131.189.59

~Metwork Tools

IWHOIS

] 2

|85.131.189.69

1. Overview | 2, Intrusion Detection View | 3a. Flow Visualization | 3b. Graph | 4. Host Details | 5. NetFlow Records |
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File Tools ExportData Help
NFlowVis 1. Overview 2. Intrusion Detection View | 3a, Flow Visualization | 3b. Graph | 4. Host Details | 5. NetFlow Records |
NetFlow Visualization Tool IDS Data Source
[ |<Query Template = =1

Attribute Value
Flows 103.142.800
Start Time 2003-04-01 23:5...
End Time 2003-04-03 00:0...
Packets 2.007.256.358
Payload 1.238,35 GiB
Source IP 2.877.353
Destination IP 2,890,423

~Quick Lookup
Isrcaddr -> dstaddr

|
|
Idstaddr - I [~ Raw Records
|

B

~Metwork Tools

IWHOIS

] 2

Suspicious Hosts | Template Settings

Refresh Host List |

Visual Connection Analysis | [+ Ignore single flow connections W Indude any traffic between hosts

Intrusion Detection View




B uFlowvis
File Tools ExportData Help

NFlowVis
NetFlow Visualization Tool

1. Overview 2. Intrusion Detection View | 3a, Flow Visualization | 3b. Graph | 4. Host Details | 5. NetFlow Records

IDS Data Source

<Query Template > -
) ) Aggregated SNORT IDS Alerts
Project Selection Erute Scan Attacker (55H) b
IZDDB-D4-DZ LI Communication with Blacklisted Hosts (DShield)
Communication with Blacklisted Hosts
Attribute Value | DEVIS —
Flows 103.142.800 Distributed Brute Scan Attacker (S5H)
Start Time 2008-04-01 23:5... Ilegal SMTP Servers -
End Time 2003-04-03 00:0...
Packets 2.007, 256,358
Payload 1.238,35 GiB
Source IP 2.877.353
Destination IP 2,890,423

Quick Lookup

Isrcaddr -> dstaddr

B

dstaddr |+ | [~ RawRecords

Hetwork Tools

IWHOIS

] 2

Visual Connection Analysis | [+ Ignore single flow connections W Indude any traffic between hosts

Intrusion Detection View — Select IDS Data Source

=10l x|
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File Tools ExportData Help
NFlowVis 1. Overview 2. Intrusion Detection View | 3a, Flow Visualization | 3b. Graph | 4. Host Details | 5. NetFlow Records |
NetFlow Visualization Tool 1DS Data Source
[ |Agaregated SNORT IDS Alerts =

~Project Selection

|2008-04-02 =]
Attribute value |

Flows 108,142,800

Start Time 2008-04-01 23:5...

End Time 2003-04-03 00:0...

Packets 2.007, 256,358

Payload 1.238,35 GiB

Source IP 2.877.353

Destination IP 2,890,423

~Quick Lookup

Isrcaddr -> dstaddr

|85.131.189.69

B

dstaddr |+ | [~ RawRecords

|85.131.189.59

~Metwork Tools

IWHOIS

] 2

|85.131.189.69

Suspicious Hosts | Template Settings

srcaddr

msg

134.34.53.42

ICMP Echo Reply,...

85.131.189.69

ICMP PING,ICMP ...

134.34.53.254

ICMP IRDP router...

134.34.53.228 DODOS - TFM dient...
134.34.53.47 ICMP Echo Reply,...
134,34.53,135 (http_inspect) BA. ..
134,34.53.94 (http_inspect) BA. ..
134.34.53.72 MISC UPnP malfaor...
134.34.53.115 ICMP PING,ICMP ...
134.34.3.34 ICMP PIMNG,ICMP ...
134.34.20.4 ICMP PING
134.34.53.73 ICMP Lretriever ...
91.23.173.176 ICMP PING,ICMP ...
134.34.3.26 ICMP PING,ICMP ...
134.34.53.200 SHELLCODE %86 ...
134.34.3.24 ICMP PING,ICMP ...
134.34.53. 160 ICMP PIMNG,ICMP ...
134.34,53.222 SMMP public acces...
134.34.57. 166 ICMP Echo Reply,...

134.34.53.133

ICMP L3retriever ...

134.34.53.223

ICMP L3retriever ...

134.34.53.41 SCAN UPRP servic...
134.34.53.159 SMMP public acces...
134.34.53.148 ICMP L3retriever ...
134.34.53.19 ICMP L3retriever ...
134.34.53.20 ICMP PIMNG,MISC ...
134.34.53.150 ICMP Laretriever ...
206,222,25,144 ICMP PING

134.34.53.220 ICMP Lretriever ...

typesofalert

alerts

[%X)

|
=]
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Visual Connection Analysis | ¥ Ignore single flow connections &

Indude any traffic between hosts

Intrusion Detection View — Suspicious Hosts
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=10l x|

NFlowVis
NetFlow Visualization Tool

~Project Selection

|2008-04-02 =]
Attribute value |

Flows 108,142,800

Start Time 2008-04-01 23:5...

End Time 2003-04-03 00:0...

Packets 2.007, 256,358

Payload 1.238,35 GiB

Source IP 2.877.353

Destination IP 2,890,423

~Quick Lookup

Isrcaddr -> dstaddr

|207.175.63.182

B

dstaddr |+ | [~ RawRecords

|207.175.63.182

~Metwork Tools

IWHOIS

] 2

|207.175.63.182

1. Overview 2. Intrusion Detection View | 3a, Flow Visualization | 3b. Graph | 4. Host Details | 5. NetFlow Records |

IDS Data Source

Suspicious Hosts | Template Settings

Refresh Host List |

typesofalert

207.175.63.182
134.34.57. 166

srcaddr msq

134.34.3.28 ICMP Destination ...
134.34.20.4 ICMP PING

134.34.53.42 ICMP Echo Reply,...
134.34.3.26 ICMP PING,ICMP ...
134,34.53,135 (http_inspect) BA...
134.34.3.29 ICMP PING,ICMP ...
134.34.3.34 ICMP PING,ICMP ...

TCMP PING -
1CMP Echo Reply,...

P |

134.34.53.119
85,131.189.69
134.34.3.15

ICMP Destination ...
ICMP PING,ICMP ...
ICMP Destination ...

(21}

(o]

217.171,129.125

ICMP PING,ICMP ...

[

-y

o

134,34.53.199 ICMP PING,ICMP ...
134,34.53. 160 ICMP PING,ICMP ...
134,34.53.115 ICMP PING,ICMP ...
134.34.53.165 ICMP Echo Reply

134.34.53.83 SHELLCODE %86 ...

L

134.34.53.223

ICMP L3retriever ...

134.34.53.133

ICMP L3retriever ...

| pa

(23]

2
&

J

134.34.53.47 ICMP Echo Reply,...
134.34.53.58 ICMP L3retriever ...
134.34.53.50 ICMP L3retriever ...
134.34.53.141 ICMP L3retriever ...
134.34.53.81 SMMP public acces...
65,114, 168,150 ICMP PING,ICMP ..,
65.114,168,151 ICMP PING
65,114,168, 149 ICMP PING NMAP
65,114,163, 148 ICMP PING,ICMP ...

P | | P R

hostcount

dpkts

doctets

4.404.492

3.307.236

Visual Connection Analysis | [~ Ignore single flow connections & Inc

Intrusion Detection View — Suspicious Hosts




File Tools ExportData Help

NFlowVis
NetFlow Visualization Tool

Create Screenshot

Project Selection

Quick Lookup

|2008-04-02 =]
Attribute Value |
Flows 108,142,800
Start Time 2008-04-01 23:5...
End Time 2003-04-03 00:0...
Packets 2.007, 256,358
Payload 1.238,35 GiB
Source IP 2.877.353
Destination IP 2,890,423

|srcaddr -> dstaddr

|55. 131.189.69

dstaddr hd

B

[~ Raw Records

|85.131.189.69

Metwork Tools

WHOIS

|207.175.63.182

] 2

1.0 3496.0

154 Nodes, 155 Splines, 2 Hosts

Colormap

|HsB sw (Linear)

L]

Treemap Algorithm

|Squariﬁed

L]

Map to Color

|ﬁowcounter

L]

Map to Size

|- equal weight -

Kl

Spline Threshold: = 0

|
|

Spline Alpha Value

0.0.0.0/0
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1. Overview] 2. Intrusion Detection View 3a. Flow Visualization ] 3b. Graph] 4, Host Details | 5. NetFlow Records
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Home-Centric Network Visualization



File Tools ExportData Help

= 1. Overview | 2. Intrusion Detection View | 3a. Flow Visualization 3b. Graph ' 4, Host Details | 5. NetFlow Records |
NFlowVis — " | - | - |

NetFlow Visualization Tool

Project Selection

Graph Visualization




NFlow\Vis

File Tools ExportData Help

=10l x|

NFlowVis
NetFlow Visualization Tool

~Project Selection

|2008-04-02 =]
Attribute value |

Flows 103,142,800

Start Time 2008-04-01 23:5...

End Time 2003-04-03 00:0...

Packets 2.007, 256,358

Payload 1.238,35 GiB

Source IP 2.877.353

Destination IP 2,890,423

~Quick Lookup

Isrcaddr -> dstaddr

|85.131.189.69

|134.34.53.119

dstaddr |+ | [~ RawRecords

|85.131.189.59

B

~Metwork Tools

IWHDIS

|207.175.63.182

] 2

1. D\rerviewl 2. Intrusion Detection 'u"lewl 3a, Flow \ﬁsualizaﬁonl 3b. Graph % Host Details I 5. NetFlow Records |

Details for 134.34.53.119

Port Fingerprint (TOP 1500)

5 EEEE®

Scale: LOG

G EEEERERGEEESE

ARG

Details for Remote Hosts
Destination Ports (TOP 10)

Destination Port/Protocol

g
g
=

Flaws

srcaddr

Aggretated Connections (Remote Hosts == 134.34.53.119) [+ Ignore single flow connections
dstaddr prot srcpart dstpart packetcounter | octetcounter | fowcounter
134.34.53.119 & 32780 1194 10 512 2 AI
134.34.53.119 & 32781 22 12 675 2__|
134.34.53.119 & 32304 1194 10 512 2
134.34.53.119 & 32314 1194 -] 420 2
134.34.53.119 =] 32827 993 20 1.910 2
134.34.53.119 =] 32859 25 16 00 2
134.34.53.119 =] 32882 443 13 2.030 2
134.34.53.119 =] 32901 22 12| 675 2
134.34.53.119 5] 32911 993 20 1.910 2
134.34.53.119 5] 33006 22 14 T68 2
134.34.53.119 5] 33060 22 12| 675 2
134.34.53.119 5] 33090 443 13 2,030 2
134.34.53.119 5] 33130 22 12 675 2
134.34.53.119 6 33146 22 12 675 2
134.34.53.119 6 33163 9483 20 1.910 2
134.34.53.119 6 33175 1194 8 420 2
134.34.53.119 & 33178 443 16 1.926 2
134.34.53.119 & 33205 25 16 924 2
134.34.53.119 & 33210 1194 10 512 2
134.34.53.119 & 33242 22 12 675 2
134.34.53.119 -1 33259 1194 8 420 2
134.34.53.119 =] 33287 22 12 675 2
134.34.53.119 =] 33314 25 12 692 2
134.34.53.119 =] 33317 22 12| 675 2
134.34.53.119 =] 33332 443 13 2.030 2
134.34.53.119 5] 33340 993 13 1.806 2
134.34.53.119 5] 33377 993 20 1.910 2
134.34.53.119 5] 33377 1194 10 512 2
134.34.53.119 5] 33389 993 20 1,910 2
134.34.53.119 5] 33428 22 12 675 2
134.34.53.119 6 33443 1194 10 5312 2
134.34.53.119 6 33542 22 14 768 2
134.34.53.119 & 33544 443 16 1.926 2
134.34.53.119 & 33561 943 20 1.910 2
134.34.53.119 & 33572 943 20 1.910 2
134.34.53.119 & 33587 1194 -] 420 2
134.34.53.119 -1 33595 1194 10 512 ZLI
| jv

Host Details View
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File Tools ExportData Help

1. Overview | 2. Intrusion Detection View | 3a. Flow Visualization | 3b. Graph | 4. Host Details 5. NetFlow Records |

NFlowVis
NetFlow Visualization Tool

NetFlow Raw Records

timestamp dpkts doctets srcaddr dstaddr srcport dstpart prot

2008-04-02 00:22:25 9 1.015 134,34,53,119 36805 443 8|
2008-04-02 00:22:27 5 134,34,53,119 33377 1194 [
R 2008-04-02 00:22:27 7 134,34,53,119 60193 22 [
|zous{:4-uz ;| 2008-04-02 00:27:27 7 134,34,53,119 43093 25 [
2008-04-02 00:27:27 3 134,34,53,119 37439 443 [
Attribute Value | 2008-04-02 00:27:27 4 134,34.53.11% 33758 1194 3
Flows 108.142.800 2008-04-02 00:27:30 6 134.34,53.119 34426 22 6
Start Time 2008-04-01 23:5.... 2008-04-02 00:27:30 9 134.34,53.119 37972 993 6
End Time 2008-04-03 00:0... 2003-04-02 00:27:29 3 134,34,53.112 34425 22 [
Packets 2.007.256.358 2003-04-02 00:27:29 3 134,34,53.112 37439 443 [
Payload 1.238,35 GiB 2008-04-02 00:27:29 4 134,34.53.119 33758 1194 3
Source TP 2.877.353 2003-04-02 00:27:31 7 134,34,53.112 43023 25 [
Destination IP 2.850.423 2003-04-02 00:27:31 [ 134,34,53.112 37972 993 [
2008-04-02 00:32:23 7 134,34,53,119 54749 25 [
i 2008-04-02 00:32:23 E 1.015 134,34,53,119 55330 443 [
~Quick Lookup 2008-04-02 00:32:23 3 134,34,53,119 46144 22 [
Isrcaddr > dstaddr Ll 2008-04-02 00:32:27 4 134,34,53,119 37860 1194 [
2008-04-02 00:32:27 7 134,34,53,119 54749 25 [
fB5.131.189.69 2008-04-02 00:32:27 3 134,34.53.119 46144 22 6
[34.34.55.119 ok 2008-04-02 00:32:27 10 134,34,53,119 43410 993 [
_l 2008-04-02 00:32:27 9 1,015 134,34,53,119 55930 443 [
dstaddr = | [ Raw Records 2008-04-02 00:32:26 10 134,34,53,119 43410 993 [
2008-04-02 00:32:26 4 134,34,53,119 37860 1194 [
ISS. 131,189.59 oK | 2008-04-02 00:37:23 4 134.34,53.119 43301 1194 6
2008-04-02 00:37:27 7 134.34,53.119 54692 22 6
2008-04-02 00:37:27 8 134,34,53,119 44307 443 [
Network Tools 2008-04-02 00:37:27 7 134,34,53,119 43062 25 [
|WH015 Ll 2008-04-02 00:37:27 10 134,34,53,119 33808 393 3
2008-04-02 00:37:27 4 134,34,53,119 43301 1194 3
|ZD?- 175.63.182 Ok | 2008-04-02 00:37:31 7 134,34.53.119 43062 25 &
2008-04-02 00:37:31 7 134,34,53,119 54692 22 [
2008-04-02 00:37:31 8 134,34,53,119 44307 443 [
2008-04-02 00:37:31 10 134,34,53,119 33808 993 [
2008-04-02 00:42:24 3 134,34,53,119 44091 22 [
2008-04-02 00:42:24 7 134,34,53,119 33967 25 [
2008-04-02 00:42:24 10 134,34,53,119 34455 993 [

2008-04-02 00:42:24 4 134,34,53,119 53414 1194 6w

ILIMIT 100 - I

NetFlow Records
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Service Monitoring with NFlowVis

« Example: Conficker Worm (11/2008)
» Exploits MS08-067 vulnerability
 RPC over Port 445/TCP

* Are there any compromised
hosts In my network?

CHIMIT 09
nnga;:rﬁ of Information Technolo;
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File Tools ExportData Help

NFlowVis 1. Overview 2. Intrusion Detection View | 3a, Flow Visualization | 3b. Graph | 4. Host Details | 5. NetFlow Records |

NetFlow Visualization Tool IDS Data Source
[ |

Suspicious Hosts | Template Settings

_PI'DjECt Selection
Izung-n 1-29 LI Refresh Host List |
Attribute Value I — srcaddr Distinct Destination Hosts Packets Octets o
Flows 160.169.017 3416,
Start Time 2003-01-29 00:0... 134,34.16.100
End Time 2003-01-30 00:0... 134.34.16.4
Packets %798, 715468 134.34,16,195
Payload 3.406,91 GB 134.34,16,111
Source IP 4,352,179 134.34.16.136
Destination IP 4,438,678 134.34.8.123
134.34.110,251
134.34.120.14
Quick Lookup 134.34,120.15 e
134.34.120.16 e
Isrcaddr -» dstaddr LI 1333 190 5
| 134.34.120.7 10.?-5.-3
134.34.120.8
I OK | 134.34.120.9
134.34.120.10
dstaddr = | [~ RawRecords 13434130 11
134.34.120.12
| Lo ||| [
134.34.120.37
~Network Tools 134.34.120.0
134.34.120.1
IW’HOIS LI 134,34, 110, 2056
134.34.120.2
I il 134.34.120.4
134.34.120.6
134.34.120.17
134.34.120.18
134.34.120.19
Visual Connection Analysis | [¥ Ignore single flow connections [~ Incude any traffic between hosts

Intrusion Detection View — Suspicious Hosts
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=10l

NFlowVis
NetFlow Visualization Tool

Create Screenshot

~Project Selection

|2009-01-29 =]
Atrbute | vale |

Flows 160.169.017

Start Time 2008-01-29 00:0...

End Time 2008-01-30 00:0...

Packets 4,736.715.468

Payload 3.406,91GiB

Source IP 4,352.179

Destination IP 4,438,678

~Quick Lookup

Isrcaddr -> dstaddr

k2
[134.34.16.196

[ oK |
|dstaddr v I [~ Raw Records
[134.34.16.196 oK |

 Network Tools
|wHors

[134.34.16.196

.

1.0 132.0

269 Nodes, 1002 Splines, 7 Hosts

Colormap

[HsB W (Linear)

Kl

Treemap Algorithm

ISquariﬁed

L]

Map to Color

5l

Iﬁowcounter

Map to Size

Ll

I- equal weight -
Spline Threshold: > 0

|
-

Spline Alpha Value

I'I'I'I'I'I'I)'l'l'l‘l'l'l'

0.0.0.0/0
=l 134.0.0.0/8
5
[+ 134.34.1.0/24
[+ 134.34.2.0/24
[+ 134.34.3.0/24
[+ 134.34.8.0/24
[+ 134.34.10.0/24
] 134.34.11.0/74

[+

#

1. Overview | 2. Intrusion Detection View 3a. Flow Visualization | 3b. Graph | 4. Host Details | 5. NetFlow Records |

134.34.16.111

134.34.16.136

Home-Centric Network Visualization
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Analyzing SSH Attacks with NFlowVis

http://stats.denyhosts.net/stats.html
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How was our network affected
by these attacks?
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1. Overview 2. Intrusion Detection View | 3a, Flow Visualization | 3b. Graph | 4. Host Details | 5. NetFlow Records

NFlowVis

NetFlow Visualization Tool

Project Selection

|2003-10-05 =]
Attribute value |

Flows 203.273.742

Start Time 2009-10-05 00:0...

End Time 2009-10-06 00:0...

Packets 4,105.251.152

Payload 2.477,22 GiB

Source IP 3.853.700

Destination IP 3.773.992

Quick Lookup

Isrcaddr -> dstaddr

|12.152.56.195

dstaddr

B

+| [ RawRecords

|12.152.56.195

Metwork Tools

IWHOIS

|120.195.80.119

] 2

IDS Data Source

Brute Scan Attacker

Suspicious Hosts I Template Settings

Refresh Host List |

srcaddr
120.195.80.119
125.71.206.167
119.73.139.231

Distinct Destination Hosts Packets Octets

1,452,430
153.514.
300,474

51.942
403.436
54.372
489,906
46,740
29,616
11.856
10,344
33.406
751376

1.155.090
975.016
299,150
933.204

1.707.096
996.634

61.166.150.117 3 e 888.770

60.31.197.99
50.240.249.116
51.107. 16.
61.158.154.8
61.172.200.70 549,584
573.114
1,685,986
175.702
1.090.036 =

Visual Connection Analysis | [+ Ignore single flow connections [~ Indude any traffic between hosts

Remote Hosts with SSH connections (51" October 2009)
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File Tools ExportData Help
NFlowVis 1. Overview | 2. Intrusion Detection View 3. Flow Visualization | 3, Graph | 4. Host Details | 5. NetFlow Records |
NetFlow Visualization Tool Sienis Sacel :
[
2.0 4558.0

~Project Selection

| 2009-10-05 |
Attrbute | valve |

Flows 203.278.742

Start Time 2009-10-05 00:0...

End Time 2009-10-06 00:0...

Packets 4.105.251.152

Payload 2.477,22GiB

Source IP 3.853.700

Destination IP 3.773.942

~Quick Lookup
lsrcaddr -> dstaddr

|12.152.56.195

1 .

dstaddr v | [~ RawRecords

|12.152.56.195

~Network Tools

IWHOIS

)12

{120.195.80.119

276 Nodes, 23108 Splines, 320 Hosts

Colormap

[HsB SW (Linear)
Treemap Algorithm
lSquariﬁed

Map to Color

Kl

5l

5l

Iﬂowcounter

Map to Size

Kl

l- equal weight -

Spline Threshold: > 0

|
7|

Spline Alpha Value

lt|l|l|l)|I|I|I|I|I|I|I|l]0

1, 0.0.0.0/0
E- 4y 134.0.0.0/8

Home-Centric Network Visualization
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=10l x|

NFlowVis
NetFlow Visualization Tool
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Conclusions

* Intrusion Detection and Network
Monitoring combined

« Automated Analysis combined with
Interactive Exploration

* NFlowVis is a Visual Analytics System
for Network Data
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Thank you very much
for your attention!

Questions?

For further information about this work please contact
Fabian Fischer
Tel. +49 7531 88-2780
Fabian.Fischer@uni-konstanz.de

http://nflowvis.dbvis.de/
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Hierarchical Edge Bundling
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Hierarchical Edge Bundling
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