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BANKSAFE – Introduction 

Monitoring Data (MC 1) 
health & status checks 

Scalable Distributed 
Storage Cluster 

 

Google BigQuery 

Security Data (MC 2) 
IDS alerts and firewall logs 

 Scalable 

 Distributed 

 Web-Based 

High-Performance 
Cache 

 

Memcached / Ehcache 

Web GUI & Visualizations 
Vaadin, Java Applets, HTML5, D3.js 

BANKSAFE 
Java Web Application 

Apache Tomcat 





left sliding panel: 
• Health Monitoring View (MC1) 
• Firewall View (MC2) 
• Intrusion Detection View (MC2) 



main panel: 
tabular window to show the 
different interactive visualizations 



bottom sliding panel: 
• general charts for overall trends 
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Network Health Monitoring (MC 1) 

• health and status checks 

– status of all machines, 
every 15 minutes 

• e.g., policy level, activity flag 

 

Mini Challenge 1 

Monitoring Data (MC 1) 
health & status checks 

Scalable Distributed 
Storage Cluster 

 

Google BigQuery 

policy meaning 

1 healthy 

2 moderate policy deviations 

3 serious policy deviations 

4 … and some patches failing 

5 possible virus infection 

activity meaning 

1 normal 

2 maintenance 

3 invalid login attempts 

4 CPU fully consumed 

5 external device added 
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Point-in-Time Health Overview 
Visualizations for Health Monitoring (MC 1) 

• Treemap Visualization 
– focusing on the 

percentage 
distribution 

– space-filling 
hierarchical 
representation 

 

• Example (on the right) 
– number of servers 

– for the policy levels 

– region-1 / branch72 
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Point-in-Time Health Overview 
Visualizations for Health Monitoring (MC 1) 

Two regions having 
high policy levels. 

The others are mostly “healthy”. 

Rectangle sizes 
are mapped to 

number of 
hosts. 
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Point-in-Time Health Overview 
Visualizations for Health Monitoring (MC 1) 

The overall layout reveals; 
there are not many active 

machines in region 25. 
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Point-in-Time Health Overview 
Visualizations for Health Monitoring (MC 1) 

Network health situation AFTER spread infection! 
Almost all regions have infected machines or critical policy deviations. 
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Temporal Health Trend Overview 
Visualizations for Health Monitoring (MC 1) 



Machines suddenly went 
offline in the East . 
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General Trend: 
Continuous shift to a higher policy 

level and more activity. 
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Exploration of Security Data (MC 2) 
Mini Challenge 2 

Scalable Distributed 
Storage Cluster 

 

Google BigQuery 

Security Data (MC 2) 
IDS alerts and firewall logs 

IDS Alerts 

Firewall Log 
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Glyph Design (Clockeye) 

type = 
circular glyph 

 

idea = 
24-hour clock 

metaphor 
 

each segment = 
1 hour 

 

color of segment = 
data value 

F. Fischer, J. Fuchs and F. Mansmann (2012). 
ClockMap: Enhancing Circular Treemaps with 
Temporal Glyphs for Time-Series Data. 
Proceedings of the Eurographics Conference on 
Visualization (EuroVis 2012 Short Papers), 2012. 

e.g., number of firewall 
events for a specific port 
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Using IP Subnets as Hierarchy 

10.1.0.0/16 

10.1.2.0/24 10.1.3.0/24 10.1.4.0/24 

10.1.4.1 
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ClockMap Visualization – IRC Connections 
Visualizations for Firewall Connections (MC 2) 
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ClockMap Visualization – SSH Transmissions 
Visualizations for Firewall Connections (MC 2) 

Suspicious SSH 
Connections 
from several hosts 

around  22:00 to 23:00 
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IDS Event Visualization – Overview Timeline 
Visualizations for IDS Events (MC 2) 
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IDS Event Visualization – Overview Timeline 
Visualizations for IDS Events (MC 2) 
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Lessons Learned in the Challenge 

• Backend 
Think about infrastructure as a service (IaaS)! 
– Saves time and effort, but be aware of the issues. 
 

 
 

 
 

 
 

 
 

 
 

For example: 
 

“Response too 

large to return.” 
 

This issue can occur, if you have too large 
intermediate queries. You should think 

about possible restrictions. 
https://developers.google.com/bigquery/docs

/query-cookbook#resultstoolarge 

 

 

For example: 
 

Reliability & 
Prize? 

 

 

https://developers.google.com/bigquery/docs/query-cookbook
https://developers.google.com/bigquery/docs/query-cookbook
https://developers.google.com/bigquery/docs/query-cookbook
https://developers.google.com/bigquery/docs/query-cookbook
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Lessons Learned in the Challenge 

• Backend 
Think about infrastructure as a service (IaaS)! 
– Saves time and effort, but be aware of the issues. 
 

 
 

 
 

 
 

 
 

 
 

For example: 
 

“Response too 

large to return.” 
 

This issue can occur, if you have too large 
intermediate queries. You should think 

about possible restrictions. 
https://developers.google.com/bigquery/docs

/query-cookbook#resultstoolarge 

 

 

For example: 
 

Reliability & 
Prize? 

 

  

It was worth it! 

https://developers.google.com/bigquery/docs/query-cookbook
https://developers.google.com/bigquery/docs/query-cookbook
https://developers.google.com/bigquery/docs/query-cookbook
https://developers.google.com/bigquery/docs/query-cookbook
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Lessons Learned in the Challenge 

• Backend 
Think about infrastructure as a service (IaaS)! 
– Saves time and effort, but be aware of the issues. 
 

• Cache 
Think about caching! 
– Boosts performance and saves money. (e.g., EHCACHE) 
 

• Web Application 
Think about web frameworks! 
– Less time needed and easier deployment. (e.g., Vaadin) 
 

• Combining Technologies 
Think about combining technologies and languages! 
– We used Java Applets, but also D3.js with JavaScript. 
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Used Technologies 

Apache Tomcat Server 

Java Web Framework 

Scalable Backend Database 

Java-based persistent cache Java Applets 

D3.js – JavaScript Visualizations 

R Scripting 

Scripting Languages 
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Banksafe – Control Room 
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Thank you very 
much for your 

attention! 
 

Questions? 
 

For more information 
about BANKSAFE 

please contact 
 

Fabian Fischer 
Tel. +49 7531 88-2780 

Fabian.Fischer@uni-konstanz.de 
 

http://ff.cx/ 

@f2cx 

www.vis-sense.eu 
 

The research leading to these results has received funding from 
the European Commission's Seventh Framework Programme 

(FP7/2007-2013) under grant agreement no. 257495. 
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ClockMap 
Visually explore thousands of 
hierarchical time-series… 
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Point-in-Time Health Overview 
Visualizations for Health Monitoring (MC 1) 

Rectangle sizes mapped to policy level 
to emphasize regions having compromised machines 

(independent from the #host) 
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Point-in-Time Health Overview 
Visualizations for Health Monitoring (MC 1) 

Interactive Exploration 
Drilling down and exploring very critical facilities. 


